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DLA Single Sign On (SSO) User Guide

Welcome to DLA Single Sign On (SSO)
DLA is leveraging Okta which is a cloud-based platform for identity and access management (IAM). It
provides secure access to applications and systems for both employees and customers, simplifying the

login process through features like Single Sign- On (SSO) and Multi-Factor Authentication (MFA). Users
should login via DOD CAC/PIV when available.

What type of Assistance do you need?

PIV/CAC Login Assistance
Username/Password Login Assistance
Other Okta Assistance

Need More Help

PIV/CAC Login Assistance

e How do | login via CAC/PIV to DLA SSO?
e How do | check if my CAC/PIV card is set up with DLA SSO?
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Q. How to login via CAC/PIV to DLA SSO.

1. Go to https://login-legacy.dla.mil and accept the DOD warning banner.
2. Click the Sign in with CAC/PI1V button.

Sign In

Sign in with PIV / CAC card

= Select a certificate for authentication

Site dla-lg mis.oktamit443 needs your credentials:

| RSO R,

MANGAN.LON MICHAEL 1260520896
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Q. How do | check if my CAC/PIV card is set up with DLA SSO?

1. Go to https://amps.dla.mil

2. Login with the CAC/PI1V in question.
3. Reaching the AMPS self-service home page via CAC indicates your CAC is setup with DLA SSO.

i 3 Cul
in? Account Management and Provisioning System (AMPS) m

AMPS News: If there is an error in the SAAR details that prevents Approval, please REJECT the SAAR

You can check your SAAR status by going to "My Information®, then click on "Applications & Roles" to see your SAAR
status.

If you have questions, please contact the DISA Global Service Desk at (844) 347-2457 - **Press 5, then speak or enter D-
-A.

My Information Role Request
Manage your profile, Request a role for access
passwords and challenge

questions
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4. If unable to login via CAC use the following link to the DLA Customer Interaction Center where you can get
assistance on getting, your CAC updated.

Use the phrase — “l need help getting my CAC working in AMPS” via email or phone call
https://www.dla.mil/Customer-Support/

Username/Password Login Assistance

e How do | change my password?

e What is Okta Verify?

e How to set up Okta Verify?

e What if | can’t put Okta Verify on a mobile device?
e How to Install Okta Verify for Windows (FastPass)
e Whatis FastPass?
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Q. How do | change my password?

1. Go to https://login-legacy.dla.mil and enter your username (email) and click next.
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3. Click Cancel to any certificate prompt.

4. Enter your DLA user ID and click the Go button.

mAccount Management and Provisioning System (AMPS)

Forgot Password

Enter Username

("

Enter User ID: Go

i
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5. You will see a screen that reads "An email has been sent to the email address we have on file for your
account. Please use the link in the email to reset your password."

!Accoun( Management and Provisioning System (AMPS)

Forgot Password

Send Email
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Q. What is Okta Verify?

users).

Okta Verify is a multifactor authentication (MFA) app that enables users to confirm their identity when they sign
in to their Okta account or Okta-protected resources and is required for username/password users (external

Q. How to set up Okta Verify?

Setting up Okta Verify is quick and easy and required for Username/password users (External Users).
1.

On your mobile device, download the Okta Verify app from the Apple (iPhone) or
Google Play stores. (Android devices)

oooooooooo
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2. Open the Okta Verify app and follow the instructions to ‘Add Account’.
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3. Choose to add a ‘Organization’ type account.

4. Choose ‘Skip’.

12:27 B

Add Account

Add Account from
Another Device?

If you have an Okta Verify account on another
, you can add

Add Account from Another Device
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5. We will come back to the screen below.

Okta Verify

Yes, Ready to Scan

No, Sign In Instead

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




OKTA - DLA Single Sign On (SSO) User Guide

6. While leaving Okta Verify up on your mobile device go to the DLA SSO sign-in page
https://login-legacy.dla.mil. Enter your email address in the ‘User Email’ field and click next.

Sign In

5] Signinwith PIV / CAC card

User Email

The Nation’s

Logistics Combat
Support Agency
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7. Enter your AMPS password on the next screen.

8. The account requires Okta Verify. ‘Click ‘Set Up'.
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Q. What if | can’t put Okta Verify on a mobile device?

If a mobile device isn’t allowed or available this is not a problem as Okta Verify with FastPass is available
for Windows.

Q. How to Install Okta Verify for Windows (FastPass)?
This section is for users that don’t have a mobile device available.

1. The 1sttime user will go to the Okta login screen https://login-legacy.dla.mil and click the Sign In with
Okta FastPass button.

Sign In
Q Sign in with Okta FastPass

Sign in with PIV / CAC card

OR

User Email
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2. In most cases the user won’'t have Okta Verify installed so they will need to click the Download here link.

mg{“_gﬂ

©

Click "Open Okta Verify" on
the browser prompt

Didn't get a prompt?

Open Okta Verify

Don’t have Okta Verify?
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3. The screenshot below shows the PC downloading the Okta Verify exe file. Once the download is
complete. Click ‘Open file’ to run the exe and complete the install.

5
©

Click "Open Okta Verify" on
the browser prompt

Didn't get a prompt?

Open Okta Verify

Don'‘t have Okta Verify?
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4. Click Install.

Okta Verify

5.10.1.0

License Agreement:

OKTA, INC.

ORDER FORM SUPPLEMENT FOR OKTA
VERIFY FOR WINDOWS DESKTOP (“Order
Form Supplement”)

This is a legally binding agreement. Please read it

carefully. By clicking "I Agree," or installing or using
the Okta Verify for Windows desktop software and/
or any updates to such software provided by Okta,
Inc. or its Affiliate(s) (the "Software"), you
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5. Once the installation is complete Okta Verify will launch. Click Get started to start the Okta Verify configuration.

© Oxta Verify = X

&

Welcome to Okta Verify %
|

You're about to set up an account for login-
legacytest.dla.mil to securely sign in to your
UV(]BIH,'J' on's apps

Not now

AN | - WATEE U
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6. After clicking Next, the user will be directed to the DLA OKTA login page.

@ Oxta Verify = X

How it works

1
j

When you click the “Sign in with Okta
FastPass” button on your browser, you will
be prompted to confirm your identity on

this device.
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7. Enter your email in the User Email field.

mg«;‘m

SignIn

Sign In with PIV / CAC card

OR

User Email
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8. Enter your AMPS password.

Verify with your password

AMPS Password
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9. After entering the password, the user will be redirected back to Okta Verify application. Click the
Enable button.

€ Back

-
Enable Windows Hello confirmation

Protect your account by confirming your Windows Hello PIN, face, or
fingerprint when you sign in using Okta Verify

Your organization requires Windows Hello confirmation
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10. The user will be prompted by Windows Security to enter the PC’s login PIN.

13 Windows Security X
Making sure it's you
Okta Verify wants to create a biometric key for your login-
legacytest.dla.mil account.
E C
| forgot my PIN
Cancel
W UKL y A
Your identity has been verified

Return to Okta Dashboard to continue

Done
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11. On successful login the user is presented their Okta Dashboard showing the application tiles the
user has access to.

@ My Apps

Add apps to your launcher
Please contact your admin for assist

Support
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Q. What is FastPass?

Okta Fast Pass is a passwordless and phishing-resistant
authenticator that uses Okta Verify to enable secure, one-touch
logins on various devices by combining device-bound cryptographic
keys with user biometrics or passcodes. It provides strong, multi-
factor authentication without requiring users to remember
passwords, reducing friction and bolstering security against
phishing and other credential- based attacks.

Other Okta Assistance

Need more Help?

Open a ticket with the DLA Help Desk 24 hours a day, 7 days a week,
including government holidays.

https://www.dla.mil/Customer-Support/

Cul
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